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Telus and the Rotman School of business have recently released the fourth report in a series of annual studies aimed at shedding some light on the state of IT security in Canada.  They can be found at http://rotman.utoronto.ca/securitystudy or http://www.telus.com/securitystudy. It is always interesting to see a Canadian perspective on the security issues facing enterprises and even more interesting to see these issues compared across different industries within Canada.

In total, they received survey responses from more than 2000 IT security professionals across Government departments, privately held and publicly traded companies. One question within the study asked the organizations to assess the complexity of their IT environments. Not surprisingly, breach numbers increased with complexity. Those with a simple environment had an average of 3.88 breaches annually, while those with a very high complexity level experienced roughly 26.96 breaches annually. Average losses as a result of the breaches also increased with the complexity of the environment, ranging from roughly $31 thousand in simple environments to approximately $169 thousand in very complex environments. It should be noted that the detailed research data is not presented in the report, nor are the types of breaches described or accounted for. These breaches likely ranged from lost smart phones to full network penetration and data theft.

It may seem obvious that more complex IT environments result in more costly breaches, but why is that exactly? The report doesn’t provide an answer to this question, however there are a number of reasons this is true. Larger organizations with more complex networks simply have more systems to repair and clean after a breach. Forensic investigations take longer. Aside from litigation, incident response and damage control is usually where the money goes after a breach has been detected. Organizations also tend to ‘beef up’ their IT security after a security incident, even though it is too late. Complex environments which grew organically without proper security architecture and planning are more difficult to protect and require more security safeguards.

What can be done to reduce the number of security incidents, system complexity and the associated recovery costs? One of the best answers to this question is the implementation of security zones as recommended by the Information Technology Security Guidelines (ITSG-22) published by the Communications Security Establishment Canada (CSEC). When implemented properly, security zones can dramatically reduce the complexity of an IT environment by grouping information systems and assets according to similar levels of sensitivity and communication requirements. The systems can then be separated by monitored perimeters and allowed to freely communicate with each other inside a zone, resulting in much simpler network architecture. The clearly defined perimeters provided by security zones also make deploying security assessment and monitoring tools for the detection of breaches much easier while requiring fewer devices.  Unfortunately, ITSG-22 style security zoning is not a golden arrow. Without a well oiled, properly funded IT security program to back up the IT environment, incidents can still occur, go undetected and retain a high cost of recovery.  Strong IT Security Policy, backed by user awareness and training are just the beginning. Regular and continuous monitoring of all perimeters for unusual behaviour is also essential. Early detection and containment of a breach through a mature incident management processes also dramatically reduces the costs of security incidents. 

The Telus-Rotman report additionally indicated that out of those surveyed, the primary concern of organizations in Canada is the loss of mobile devices. Not coincidentally, the report suggests this was also one of the most significant factors in data breaches for 2011.  

The proliferation of mobile devices and hand held computers in enterprises and organizations has moved forward at an astonishing pace over the last several years. Organizations recognize the power of these devices to improve their business agility. They are here to stay, so deploying them securely should be an important part of a sound security program. Some security recommendations that can help mitigate the risk due to lost mobile devices are:

· If it does not exist already, create a strict mobile device corporate security policy which defines how the devices will be used within your organization. If a policy is already in place, the following recommendations can be implemented assuming they do not conflict with it.

· Ensure the device has a remote wipe capability in the event it is lost;

· Enterprise security device level policies that cannot be overridden by users should be applied to the devices to limit the installation of unsupported 3rd party and potentially malicious applications. This is also known as application white listing. For example, some text-to-speech applications that audibly read an email to a user while they are driving, function by forwarding the email to a cloud service for conversion into streaming audio. That means your encrypted emails are decrypted and sent to a non-trusted 3rd party, perhaps in another country. Each application should be studied for undesirable behaviour and receive certification and accreditation for use with sensitive data. 

· Full disk hardware-based encryption;

· Password locks;

· The use of and restrictions on email forwarding;

· A clear policy on the use of personal devices on corporate networks should be provided. It may be impossible to stop this entirely, so embracing it securely may very well be the best option. If a personal device is to be connected to the corporate environment, the corporate security policy should be applied to the device. This includes a policy on the use of corporate web email portals to process email on personal devices;

· Guidance on how to sync the devices with corporate data. For example, they should only be synchronized with corporate machines, and not to cloud services;

· Ensure the supported devices have FIPS 140-2 certification for the protection of their cryptographic modules; and

· A review of the OWASP top ten mobile device risks, and what your current operational capabilities are for mitigating them.

Overall, the Telus-Rotman study offers a telling glimpse into the state of IT Security in Canada, even if it stops short of providing recommendations. What has been discussed here should not be interpreted as the sum total of what can be done to improve IT security in Canada. It does however cover a few of the more important issues revealed by the report. 
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