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Cloud Computing and Security Risk Management: 
Part One:  Re-think the Old Ways. 
They may not always be fully practiced, but IT Security Risk Management activities in large enterprise are usually well defined, established and understood. The roles, responsibilities, processes, frameworks, and best practices are mature, ubiquitous and accessible.  However, with the trend towards “the cloud”, enterprises may require some re-thinking about the way these risk management activities are carried out.  

This five part series aims to explore what cloud computing means to the way we approach IT security risk analysis in the enterprise according to the Harmonized Threat and Risk Assessment (HTRA) methodology. What does it change? Where are the trouble spots? How do we account for them? 

Most IT Professionals tend to think of cloud computing in terms of software, platforms and infrastructure as a service. The “service” aspect behind this definition is the key factor. From an IT security perspective, cloud computing can be looked at as the outsourcing of key business “assets” to a service provider. Who that service provider is depends on the type of cloud computing arrangement: private, hybrid, community or public.  Each model has varying levels of involvement for the enterprise. For example, in the private model, you own and maintain your own cloud resources. In the public and community models, someone else owns it. The hybrid model is of course a mix between the two. Each model presents varying degrees of risk to the enterprise, but there is an ever present commonality: the enterprise’s assets are moving around. The “assets” we are talking about here are things like information, computational services, web services, and even job functions such as help desks. 
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In accordance with industry best practices, proper network security architecture has clearly defined zones of increasing sensitivity with additional security controls in place at every level. Zoning and defence in depth have been staples of IT security strategies for years.  Cloud security is shaking these foundations because it is moving the very things we seek to protect out of these zones. The static network perimeters which we once relied on are beginning to take on a dynamic nature as we move our data and applications out of our shop and into the hands of a cloud service provider.  

There are a few major challenges when performing risk analysis in a situation like this. The first is setting the scope. Where do you draw the line between what’s included for the analysis, and what isn’t? For example, if an HR database is moved into the cloud, are the technical details relating to the storage of each employee record within scope? Or is that now the service 
provider’s concern?  Should the enterprise have a say in how the records are protected? The reason it is harder to define the scope is that assets which were previously within scope may have moved to an area outside of the control of the enterprise but they haven’t lost their sensitivity. Whose responsibility are they?
Another major challenge lies in information sharing between the service provider and the enterprise. It can be very difficult to obtain all the required information to create a security concept of operations (CONOP). The service provider may regard their implementation of the service as very sensitive, and will likely not want to share how it functions for the purpose of a risk analysis. That may mean that any risk analysis performed on the enterprise side may be missing key details about how the system operates.
What then can we do to ensure risk management activities can still be carried out accurately and efficiently on cloud based IT solutions? In fact, there are a number of considerations and solutions to explore. Future instalments in this series of articles will cover each of them as follows:
· Part Two: Setting the scope and performing asset evaluation;
· Part Three: Threat analysis and how it has changed;
· Part Four: Common vulnerabilities to avoid; and
· Part Five: Best Practises and recommendations.
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